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Preventing identity theft - protecting your personal data while 

online  
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You can prevent identity theft by forming some simple habits with email and other online activities. 
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Computers of all shapes and sizes - and access to the internet - give you access to seemingly inexhaustible information and 
resources.  At the same time, this access gives others opportunities to invade your privacy and compromise your personal identity.  
Use these simple steps and helpful links to prevent your identity from being stolen online. 

1. Avoid "phishing" scams.  Phishing happens when an email, text, or pop-up message advises you to click on a link to 
provide your personal or financial information.  These messages appear to come from an organization or institution with 
which you do business.  Do NOT click on the link.  Instead, if you want to visit the business or organization web site, type 
the web address into an internet browser yourself. 

2.  Learn about online businesses you use.  Online scammers can set up legitimate-looking websites easily.  To assure 
yourself that you're doing business with a reputable seller or business, do some simple research.  Call the business phone 
number to be sure it works.  Enter the web site's address into a search engine to find out whether there are unfavorable 
reviews you should know about.  

3. Install and use security software that update automatically.  Be sure you have, at minimum, three features to protect 
your computer data:  anti-virus software to scan and delete incoming viruses that destroy data and slow performance, 
anti-spyware software to prevent theft of your personal information, and a firewall to prevent hackers from gaining access 
to your computer's data.  For more information and to find a tool to protect your data, visit GetNetWise. 

4.  Update your operating system (OS) and web browser.  Using older versions of each makes it easier for hackers to 
take advantage of known security flaws.  Adjust your OS and browser settings to update your software automatically when 
patches for flaws and new versions become available.  Find out how to update your browser at OnGuardOnline. 

5.  Protect your passwords.  Keep all of your passwords in a secure place, out of plain sight (see the first Get Organized 
article in this series for links to password protection software and ideas).  Never share your passwords by email, phone or 
text message.  And, create passwords that have combinations of letters, numbers and symbols to make it more difficult for 
hackers to discover and steal them. 

6.  Back up your important files regularly.  Data loss happens to everyone at some point, whether from hacking or a 
computer malfunction or a power loss.  Make it a habit to back up your computer files so that any future loss is minimal.  
See the Get Organized article on computer file management for tips, links, and ideas. 

7.  Learn more about how to protect your personal data.  Start at the interagency site OnGuardOnline.gov, where you 
can find comprehensive information about each of the topics above and much more.  You can also find out how to report 
a suspected hacker or scam or online fraud. 

Share your tips for protecting your personal data online. 
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